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Gemini XP1 Contingency User Guide

1. About the XP1 link

This document provides instructions of how to access the Gemini application over the
‘contingency XP1’ link which is an SSL VPN link based on the dual factor authentication. The
‘contingency XP1’ link is intended to be used by users when their Primary IX link becomes
unavailable. This document provides system requirements and step by step instructions for
invoking the XP1 link and for accessing the Gemini application over the XP1 link. Note that
a User's Internet Explorer (IE) setting should allow the user to Install ActiveX control to
successfully connect to XP1 service. Assistance may be required from your local IT support

to configure the software installations on the machine to connect to the XP1 service.

2. System Requirements

2.1.0Operating System requirements

Below is the system supported for XP1:

e Windows 10 with IE 11
¢ Windows 10 with Chrome

Note:

1. The other browsers and operation system versions may also support XP1 however,
the operating systems above have been tested and confirmed as working.

2. Windows XP no longer supported.
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2.2.Software requirements

Prior to accessing the new XP1 link, users need to download two software using the
Xoserve Website link provided, install and configure the same. This must be carried out
for ensuring that the software installed are of correct version and is mandatory for the
existing XP1 users as well. Below step-by-step procedures need to be carried out for
ensuring that XP1 software are correctly installed. Admin access is mandatorily required

for carrying out these activities.
For downloading the software files, access the below two links in Xoserve Website.

e https://www.xoserve.com/downloads/PulseSecureApplLauncher.msi

e https://www.xoserve.com/downloads/PulseSecure.x64.msi

Step 1: Navigate to the location where software files are downloaded.

- ~ 1 ¥ > ThisPC > Downloads
Name Date modiﬁ\;d Type Size
st Quick access
I Desktop ~ Today 2
$ Downloads |§ PulseSecure.x64.msi 30-09-2020 13:10 ‘Windows Installer ... 24,108 KB
@ PulseSecureAppLauncher.msi 30-09-2020 13:10 ‘Windows Installer ... 2,304 KB
@ OneDrive . Last week (7)
= This PC Earlier this month (12)
¥ Network » Last month (24)
Earlier this year (163)
Along time ago (274)

Step 2: Double Click on PulseSecure.x64.msi and click next on Home Screen.

3 Pulse Secure Setup — >

S Pulse Secure Welcome to the Pulse Secure Setup
Wizard

The Setup Wizard will install Pulse Secure on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.
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Step 3: On Ready to install Pulse Secure Screen Click Install (Admin Rights

required)
73 Pulse Secure Setup - X

Ready to install Pulse Secure S Pulse Secure

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Step 4: Click on Yes for User Account Control Screen asking permission for the App

to make changes to your device.

‘B babsf96.msi =

Verified publisher: Pulse Secure, LLC —
File origin: Hard drive on this computer

Show more details

= Yo
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Step 4: Pulse Secure will start copying files and start Installation.

ﬁ Pulse Secure Setup X

Installing Pulse Secure S Pulse Secure

Please wait while the Setup Wizard installs Pulse Secure.

Status: Copying new files

ﬂ Pulse Secure Setup

Installing Pulse Secure 8 Pulse Secure

Flease wait while the Setup Wizard installs Pulse Secure.

Status:
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Step 5: Click on Cancel Button when asked for username and password.

8 Pulse Secure

Connect to: SA (xp1.geminixp1.com)

User Name:

Password:

Save seftings

() ———

r

[

Step 5: Pulse Secure Installation Completion Screen. Click on Finish.

ﬁ Pulse Secure Setup - X

S Pulse Secure Completed the Pulse Secure Setup

Wizard

Click the Finish button to exit the Setup Wizard.

Step 6: Launch second Installer PulseApplicationLauncher.msi
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Pulse Application Launcher

4[| Please waitwhile Windows configures Pulse Application Launcher
=T
Y,

Cancel

Step 7: Pulse Secure Application Launcher will be installed successfully. Click on OK.

W Pulse Secure Application Launcher *

‘o Pulse Secure Application Launcher has been installed

_/ successfully.

2.3.Network requirements

Users should have Internet connectivity from the desktop/laptop to access XP1. A Wi-Fi
based internet connectivity is preferred even though corporate web proxy server-based
internet access is also supported. If the users are using a corporate web proxy server
for Internet access, then please add ‘127.0.0.1;x.geminints.com’ to the proxy exception

list on the Internet Explorer.

2.4 Citrix client and SSL certificate root certificate

If the desktop / laptop used for XP1 access is different than that of primary X access,
then please ensure that Citrix client is installed on the desktop / laptop. The User
should ensure that the attached root certificate is imported in the browser under the

‘Trusted Root Certification Authorities’.

i

Xxpl.geminixpl.com.c
rt

Correla Limited

Registered Office: Lansdowne Gate, 65 New RGO
Registered in England and Wales. Company No. 13062055.




C correla

ON BEHALF OF XOserve

Note: SSL V2 & V3 are obsolete and no longer supported which has known

vulnerabilities.

3. Setting the RSA token PIN

The XP1 authentication involves dual factor authentication using the RSA hardware
token. Dual factor authentication involves two factors namely a PIN and a token code.
The PIN is set by the user. The token code is a six-digit number which is displayed on
the RSA token which changes every 60 seconds. The PIN must be set before XP1

service can be accessed. Use the instructions below to set the PIN.

1. Open the browser and type the URL https://mxtoolkit.bt.com/password/change.aspx.

Below screen should appear.

o e

& C© X || s BT Mobi Toolkit x

- . -
GO BT https://mutoolkit.bt.com/mutoolkitl] 1/defautt. O ~
A : :
BT! BT MobileXpress Toolkit

_ o

Welcome to BT MobileXpress

Informating

Reports | CientManager | DeskiopManager | MyAccount | Users

Directory Manager

Access Manager

Access code

Log in to BT MobileXpress Toolkit

Access Code
Password

Change Access Password
Set Hard/Soft Token PIN
Token on Demand Portal

n

Token code

2. Type the Access code and the password. The password is the token code which is
displayed on the RSA token. For example, if the token code displayed on the RSA
token is 278 308 then type the password as 278308 (no spaces in between). Click

on ‘log-in’.
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& ‘-)‘ ®T https:/mitoolkitbt.com/password/change.: © ~ @ B & X || ev{8T MobileXpressToslkita | BT BT MobileXpress Toolkit

Set BT MobileXpress SecurlD Pin

Your account is in new PIN mode, please enter a new PIN.

Enter new PIN

e {

- - - - )
BT BT MobileXpress Toolkit : Ny st

e -
% BT https://mitoolkit.bt.com/password/change.: © ~ @ B & X || o7 BT MobileXpress T

ere

Set BT MobileXpress SecurlD Pin

Your new PIN has been set.

3. The PIN is now set. Click ‘Close’. Please secure the PIN as it is required to access
XP1 service.

Note: If you want to reset the PIN at a later point of time then get in touch with the

Xoserve Service desk on 08456000506. The Service Desk will configure the token in
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new PIN mode. Once this is done then you need to follow the steps above (step 1 to

step 3) to set a new PIN.

Connecting to XP1

Step 1: Launch test URL https://xp1.geminixp1.com. Enter Credentials using RSA token.
Below screen should appear. Type the Access code and password (PIN + token code)

and click Sign In.

@ xp1 x 4+ - o X
« C @ xplgeminixpl.com/dana-na/auth/url_default/welcome.cgi 0RO :

Other bookmarks

xoserve

Welcome to

XP1

Username Warning: Use of this system Is restricted to authorised users only. Unless you have been authorised to use this Xoserve Computer System, you MUST NOT go any further.
. | Otherwise you may be prosecuted under the Computer Misuse Act 1990, Privacy Nolice
Passwor:

1F you require any assistance please contact Xoserve Service Desk on 08456000506

Sign In If you are unable to login, please confirm you are not uslng an Explmd XP1{RSA) token. The current set of tokens have expired on 29th February 2020. If you
haven't received a new set of tokens, please contact LSO x.

Xaserve Lid. feglstersd office: Lansdanne Sate, 53 Maw Road,
Solihull, 891 3DL.

The password is the PIN + token code. For example, if the PIN is 1465 and token
code that is displayed on the RSA token is 236 071 then please type the password
as 1465236071.

If the password is typed incorrectly 5 consecutive times, then the system will prompt
the user to re sync the token following unsuccessful credentials being entered. For
this the system will ask the user to wait until the token code is changed in the display

of the RSA token. The User should then type only the token code when prompted.

Step 2: Select Always allow and Click on Open Pulse Secure Application Launcher.

@ puise Secure Application Launch % 4 - 8 x

« C & xplgeminixpl.com/dana/home/psalwait.ci?app=pulsedth =%2Fdana%2Fhome3t2F index cgific=%2F dana%2Fnc362Fncrun.cgi%3Flaunch_nc3D1%26redin urlk3D%2Fdanas2Fhome¥%2Findexcy.. % O # @ i

xoserve

- Other beokmarks
Open Pulse Secure Ap..ation Launcher?

If you know that the application launcher is not installed, skip the wait and download now
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Step 10: Click on Yes in Application Launcher Pop-up

Carire Annlicaticon | 2nnch

[4+]

Do you want to allow Pulse Secure to contact the server and/or download, install, execute
software from the server?

Server Name : xp1.geminixpl.com
Product Name : Pulse Secure
t a
Always | Yes | No |
I B T TT R T TR T
Step 11: Click on Citrix Production via VPN Client

@ xP1-Home x o+ o - o x
<« C @ xpigeminixpl.com/dana/homefindexcgi 0RO

Other bookmarks

xoserve et D i s

Welcome Lo XP1, xosBgeminixpl com.

=
=]

f@ citrix Production via VPN Client
Step 12: Gemini Production Citrix Page will be received.
@ Gemini x4 - o x
¢ C & prod-x-citrix geminints.comylogonyLogonPoint/tmindeshtmi * Bo RO

Gemini Production Citrix Access

xoserve

<< End of Document>>
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